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Upuiku Gphgnpyut

Yhphpwudumuwugnipjut njnpunnid Yhyignunjuu punjuyh
Lpyputiph punupwjutnipju npny wnwudutwhwmnipyniLuubp

«Uhphpwuywmwugnipyniu» tqpnypt wnuvynud B dudwuwjuyjhg mkjuuninghwubtnh
htn  Juuwuwlygwsé gphpk  pninp Gpunypubpht:  YEpuyhu pYuyht
dudwtwluyppwunud dbp Jyuiupp pwqiwphy wnnudubpny ubpmnpbt juwyywod
hwdwgwugh, hwdwlwpghsutph, wj] uvwppwynpnuiutph W hwdwlupgswyhtu
dpwagpbph  hbn:  Yhuwlwid  uwiwlynipjuit  pnnp Gipwlwnniguépubpp’
pwuluyht hwdwlwpgp, BEjupuwlwuwit guwiugbpp, wnnnpwuwwhnipjniup, onwjhtu
hwnnpnuygnipyniup W wyu, hsybu twle whnmwuwi hhduwplyubpp, wpmwunpujua
abntwpynipyniutbph ptwuwint wppuwwmwupp Juuyywd b hwdwguwugh hbw:
Uthwwmubpp tnyuwbu gqguihnpku juhijwéd G Hyunuybu hwdwguiught dhwgpwo
uwppwynpnidubphg Juwmwpbing qunuiubp, oquybny unghwjulwi gwghphg,
wngwug pwpwbkqubphg, hhuntphg b puquwpehy wy dwnwynipyniuubkphg:
Sthuuninghwubkpp quwny wykih nt wytbih Gu qupquiunud. unyup mbnh £ niukunod
Uhpiphwpawynuwiutiph  htwn:  Cwdpunhwunyp  thnpjujuywlygywodniypniup L
nyjujubph  wnguig wbdwpwuubtph  oqumwgnpénuip  hwugkgunud &u  ph
widhpwluwu, pRE  Gpypnppuut nhulbtph wybjugdwup: Cwdwlwpgbkph
hnpjujuwuwlguonipniup b wmkputhjulwt pwpnnipyniup, npht ] wdbh Gu
Uywuwnbnt  Unpwuwmbné wbjuunnghwibpp 5G gwugbpp,  wphbunmwlw
pwuwlwunipniup, pyuunmwhtt mbjuuninghwubpp b wyu, hEmwgquyniud Jupnn Gu
hwiugbquk] wnwylk] Wkd thnpujuyulgud YJumwiuqubph: Opnp) hwdwlwpgbkph
ubithwluwiwwmbpbp tnyuwbu Jupnn o tywumb] myjujubph wajumwagnypjuit W
JEuuwjut Gupwljwnniguopubph hwdwnp wnjuw uywnuwihputpht:

Swippbp wmbuwyh wjujubp’ widtwut wmyjujubpp, dnwydnp ubthwlwiungesyniap,
dhuwtuwwu npuwjubpp W wyu, Yupnn o Juwugqyl] npwitg wpmwhnuph L
wwophth ogqunugnpdiwt wwwbtwnny hsp hnh b quiuwqui puguuwlwui
htmlwupubpny: Cwugwugnpdubpp, puwdwluwit wyhwnnipnibaubpp L wupquubu
nwpwwnmbuwl wupwpbjuhné ogqmwwbtptp Jwpnn &u dabnp phpduéd wjujubkpu
oqumugnnpot] Wnipwlwu wh hbnwwunbng, nppuiwynppnyEwl, pwunwpwljwi
tywunwlubp hpwlwuwgubint L wyp tywwmwlubpny. wnuwhund, wyjwjukph
wpumwhnupp hnh b nupe Juwtqubpny widtwlwi Yuiph, wninbunipjut W
wqqujhtt  wuyunwugnipju hwdwp: bnbtwpwp,  Jhpbpwiayumwugnieyniup
hwwmuwbu Juplinp E pnpnp mbuwyh nyujubpp ywhwywibne hwdwp guiagbpp W
uwppwynpnuwiubpp  wpunwphtt  dhpwdwmnipyniithg wuw)wwwiunn uwppbph L
gnpohpwljuquih thengny: Wu YJuwpnn E oquly wjwjutph  wpwwhnupbnp,
hupunipjut jnipugnuip b wy] Yhpiphwugugnpénygniuubpp yuuhubniu:

Yhpkpwuyumwugnipniup yunpnn E puwdwuyly dh pwuh kupunhpnyputnh.

e Swuqwjht wuymwugnipniup ubpwnnud B hwdwlwpgswhtt  guugbph
wuwunwwunipjniup wwophuh ubphunudnudutphg, hnwthwunwdubphg W ny
tyuwwnwluht  ogmwgnpénuihg  uwppwynpnudtbph W dpwgpuyht
wwwhnydwu dheongny,

e Opwgpujht waymwugnipyniup juyywd b dpwugpbph b uwppwynpnuiubkph
wupunyuwunypyut hbm: Yyu htwpwynp E npununud épwugptiph pupdwgdwi
thongny wnwyt] wwwhnynpjut hwdwp: Uofunwiagnypniup whnp



wwwhnygh twl Spwgpuyhtt wywhnyiwi unbnédwt pninp  thnybpnod
opwapuyhtt Ynnp gpbng, Juybpugdwi, uywnuwhpubph dnpbpuynpdwa W
wyiu,

o Stnbkjuwnyulwu jud nfjujubph wuumwignipniup juyywd B myjujubkph
Yphsutph W thnjuwigdwt ninhubph wuw)wmuwwinyejui htn' qununihnipjwui
wwhywiudwt hwdwp,

e buplunipyniututph Jjunwjuwpnuip wuhwnmubph b wy] ogmuwmbptph hwdwn
pnyuwnnth hwuwubhnipjut dSwjupnuyh npnpnudu k,

e Gnpowntuwlwt wumwugnyeniup myjujukph nbunpuubtpp junwjwpbne
npuig wuyunmuwignipniut  wywhnybint dwuhtt  npnpnudubph Jujwgdwt
qnpoplpwgl k,

e Swpdwlwl uwppbph wtdumwugnipniup juwyywsd k peowyhtt hknwpunuubpnuy,
>updwluiu hwdwlwpghsubpnud, wyuipbwmubpnd L wyp vwppbpnud wwhynn
widtwut W wy] wnjujabph wuwpywmwwingeyui hbwm npuip wwonphth
oqumuwugnnponuihg, uwppbph Ynpunhg Jwd gnnnipyniuhg, hwdwlwpgswyht
Jhpnwiutiphg b wyp ynmwuqutphg wywhnybnt hwdwnp,

e Ungwug Jwbkdwpwuutph wujunwugnipniup nppuiugnd  wwhwywuynn
nyjujubEph wuwpmuwwunipniu k,

e Jpuwnutph ybpwgnuip b wpnitwjuwjuunipjut wyjwuwynpnuip wmyjwjubkph
Unpumnny Jud whuwwnwuph huwthwudwdp hnh wuyonhuh
dhowdwmnipnibubphtt hwwgnbint  gnpdhpwjuqit £ @uwnhwmwplynudp,
Juiuhiwggniugiwt hwdwlwngp, gnponnnipjniuubtph wwuubkpp:!

Uhphpwiyumwugnipjut  hwdwp wnwugpuyht Wpwuwlnipyniut mh  awl
oqmuwwbpbtph  nwunignuip:  Uywnuwjhpubph  dwuhtt  wmbnklwgywonipyniup,
wiyunwugnipjut thengubtph dwuhtt mbntwgywonipyniup, Jupqunpnyegniuubkph
L wwhwugubtph Juwmwpnuip Jupnn & tjugbkgub] jhpiphwtugugnpényeyniuubkph
qnh nunuwnt Junwugp ph wthwwnubph, pb Juqiwltpynipyniatbtph hwdwn:

2020 p. punniujwd < Uqquyhtt wuymnwugniypyut nwqiwyupnipiniup ukpwnnud B
«Pwg L wuyunwug mbnkjunyjwlwu W Yhpipmhpnyputph wywhnynud» hwyhpa
tupwgnihup, npnud dwutwynpuybiu tpyud k.

«Cwjwunwuh  wbnEjunjuljut  wijunwiugnipjuup  uywnunwd - G
omwnbpypw whwnipeniuubkph, dhpwqquyht whwpklywlwu
Juqiwbtpwnipeniuutph, hwiuguynp hudpwynpnuduph b wuhwwnubkph
Unnihg Cwywunwih  wnwpwopnid  gnuynn  wmbnhjunyjulut
ntunipuutiph  tWjuundwdp Yhpiphwpawynuwiubpp: ... dwdwiwlwlhg
wohuwphnui wybkjh unip ppuunpnuittp o unwiunud mbnEjumyujuu
wwwnbkpwquubkpp, npnup ubkpwnnid Lu punngsnipjw,
dwuhynyjwughwubkph, Ybtné mupbph b wywwmbnbunmynipjui
gnpohpwlwqd W hwwh phpwpiwynpnd &a - dnnnypnujupujut
wndtputipp: Qyu hwdwwmbpunnud dGup wphuwwmbne Gup hwipwyht
hpwgtjwonipjut b dknhwgpughnnipjut dwjupnuljh pupapugdw
niqnnipjudp Gyuwwnwly nmbbbwny  hgnpugul]  wmbnjumyulut
wwwnbpwqdubpht  hwlwgnbnt  hwuwpwnpjuat b yhwnniypgyjuu
Jupnnnipyniuubpn: Unweuwjht dwpwumwhpwytputphg |
wmbntjunjuwluu W Jhphkpuwtyunwugnipjuu  ninpup jupquynpnn

1 ‘What is Cyber Security?’ https://www.javatpoint.com/what-is-cyber-security.



hwdwwywpthwl whnwjwt pwnupwlwiunipjut  wuljuwmupnyeniap,
JEuuwwt uwiwlnpjut  mbnEjunyjuljut  Gupwlunnigwopubph
yuwumwwunipjnitut  wwwhnynn  opktunpnipjut  pwguluwynieiniup,
hwdwlwnpgsuyht  wwwmwhwputph  wpawquupdwt  Jwnnygqubkph
huumhwmnighnuw] Juwpnnnipyniuubph ny pwujupup  dwupnpuyp
Jhppwymwugnipju njnpup hwdwlwunpgnn Jwnnygh
pwgwluynipniup: ... SkinEjumywljut mhpnypnud phdwjuwyniunyeniup
pwpdpwgubint  hwdwp Ukup qupqugubint  kup wqquyht
wmbntjuwmyulut W Yhphp Jupnnnipnibubpp nhulbph wpyniawybn
Junwywpdwy, npwjuynpjwd dwutwghmwlwt ukpnidh aliwynpdw,
dhpwqqujht  unmwiunupumiubtph  wbnujuwugywd  ubpppdwtu, pJuyht
gnuwghunnizjui dwljupnuyh pupapugdwu dhongny»:2

Nrwuqiuwjupnipyniunud Jhpwnynn dbwbpynudubph wnnuing wnlju £ wnwepupug
2007 pP. punniujwo twhunpn nwqiwyupnipjut  hwdbdwm:  Yjunuudbuwjuhy,
gnpotwjut wnwyenpupwgu wnwydd vwhdwtwhw] b FJuyht L mbnEjumyuljut
wiyunwignipju  hwdwywpthwly npwqiwjwpnipnit nphinbu - wnuw sk nu
dwutwynpuybu tuwnbih £ Yhpbphwpdwynudutph dudwawly:

Uhlunyu dwdwbuwl, nppuwh hwdwp  yguwuowupwtwmne  junwjwpulju
dwpdhtibpp ywuumpwunm Gt hwdwgnpéwlyghint hutwpwynp gnpépuytputiph htw:
Pwpadnp wbhunnghwjwtu  wpryniawpbpnyzjut twpiwpupnygniap,  pwgh
opbuunpnipjutu L pwunuwpwlwunipjut hpwjuwiwgdwu pwupbjuyiwt tywwnwyny
omwpbpypuw gnpopuytputph htn hwdwgnpéwlgnipyuu htwpwynpniyeyniuubkpp
putwpybint  wwwmpwunmwlwiniyeniuhg, twl odwiunwynud E  ogumuwwmbtiptph
nwnigdwip: Wuwbu  Jhpebpu  Stnhjuunjuljuit L hwnnppuygnipjut
wmbhuuninghwubtph  gnpéwwmniubph dhniygyjut hbn hwdwgnpéwlgnipyudp
Juquuwytpwyk] tp nuupupwg, nph wpdbph 30-80% dJwutuwlhgubtph hwdwn
untpuhnuynpytb] bp junwjwpniypjui Ynnihg:3

Unytu hnnpjwénud withnihywd & Lunupwljuiniypjut hfmwgnunmuljuu jEumpnuh
Unnihg Uhpwqqujht yhpbgpurywu hhdtwnpudh W Unptwh Cwupwwybmniypjut
UAL-h  odwinuinipjudp  hpwljwiuwgywé  dpwgph npnp  wpryniupubp:
Uwutwynpuybu, hnpjuép  JEumpnuwinud b dpwgpht  dwutwlguéd
thnpawghwnubph yphghumwghwbkph npn) hwnywdtubph Jpuw' twl bepluyugubnyg
Inwgnighy  wmbknbyniypgyniuutpn, nnpup  Jupnn & tyuwuwnb]  Cdujwunmwth
Jhptpwiyunwugnipjut punuwpwlwiunpjut  Wwlinuwit  nt hpwluwtwgnuin
pwpbkjuybntu:

Uqqujhtt wmayunmwagnipjut nmqiwjupnipyniattiph b
pwunupwjuiunpyniualiph hwitdwwmnip)nia

dhotignurnyui punjuiljh tplpukph wqquyht wlynwugnipjui
nwquiwjwpnpniuutph L ngpwughg  phunn pwnupwlwunipiniuubph  dhole
wiwlwh tdwinyeyniuubp ut htsp wuydwuwynpguws E apuiug LUSO-h W 6U-h
wiunuwih  Jwpquyhtwyny. pwnwpwlwinipjuu  wnwugpwhtt  wwppbph

2 CC Uqqujht wuymnwiugnipjui nwquwywnpnipniy, kp 30-31,
https://www.primeminister.am/u_files/file/Different/AA-Razmavarutyun-Final.pdf
3 https://edu.hti.am/trainings/cybersecurity



huwdwywmwuhiwttgnuip LUSO-h, GU-h b nuptiwhg yhwnipniuubph tjumdwdp
unwtatwd yupumwynpnipyniuubph dwub k:

2018 p. GYypnyuwlwtu pnphpnuwpwip, GBU  nphnippgp L BYypnyuwjut
hwudtwdnnnyp hwub] Gu Yhphpwtymwignipjua dwuhtt opkuph ytpwpbpuy
punupwliwi hwiwawjunipjut’ Japwhwumwnmbing 6U-h YUhphputdunwignipju
gnpéwlwnipyui jhwugnpnipyniatutpp’ jhphputyumwignipjut uywniwhpubpht W
Yhptphwpawnuwiubphtt wnwyt] wpryyniowdbnnpbt phdwuybine tywwmwyny
wiunuwd  wbwmnyeniuubpht - oqubnt hwdwp:  Opkupny  uwhdwigl; E
Yhptpwiuuwignipjut nnpunud ubpmhdhjugdwt punhwingp pupwgulupgp
ubpwnjuw] wngwug Swnwjnipyniututph L ogqmnmwwmbpbph Ynnihg Yhpwnynn uwppbnph
wiyunwugnipjut wywhnynuip: Cwnljutpuljut £ uwluwyt, np yepghtthu winnuiny
upyh) k. «Rwih ntin 6U-h punwpwghutph wnopjw Jyjwuph pninp wuwywpbqubpnud
wnlw &u owmwpbpypu wpmwnpnipjut uwpptp L Spwgpuyht wywhnynuy,
wiywnwignipyniun juuw wuhwuwubih Gpuquup»:4

Quuywd LUSO-h L GU-h wunuwdubphu hwuwukih punuyujwod
htwpwynpnipyniuubtpht, Yhphpwadumwiugnipjui npnpunnud Yhpkgpunyuua punjuyh
tpypubpp  dhdwwbu nphdwluynd & Gnyt Jwpwmwhpuydbpubphtt  hbywbu
Cuywunwn: Hpwuny B yuydwuwdnpjuéd npnp abwjbpynuwiutph hwdpuunuwin
npny nuonudubph Gdwinienibtbpp’ gnut mbuwwinpbt: UhWinyt dwdwbwly,
wndh npunpnyenit nupdubk] hwnjuwbu punuwpwlwunyeju npny unpwgnyu
wuwblwmubph, hvwybu twle npny whmwlwi dwpdhutubph Junnigguopht' npybu
npwluwt ophuwlyutn:

2kjuhw

Cwdwlwnpgsuwyht  wpmwlunpg hpwyhtwlyubiph  wpawquupdwtu phip (CERT)
gnpénud £ 2011-hg npwtiu CSIRT.CZ (CSIRT Cyber Security Incident Response Team,
Yhpkpwuyumwugnipjut dhpwnbtwytnh wnawquupdw rhu). Tpw
hpwwunipyniuutpp vwhdwuynd & 2014 p. phy 181/2014 opkupny
(Yhpbpwuyumwiugnipjua dwuhtt  opkup) W  Yhptp L wmbnkjunjulwu
winwignipyui waqquyhtt gnpdwlunipjut (NUKIB) htin Yupdwd wuyiwbwgnny:
NUKIB-p Yhptpwimwignipjui ninpunp jeinpniwljui Jupswlut swpdhib b npp
ywwnwuhiwtwwnnt B mbnbjumjujuut L hwnnpnpuygnipjut hwdwlunpgbpnud
wmbntjunyniypjut qununuhniypyuy, Yphywngpwdhwyh, hswybu twle «GFwhjtn»
wppwiywluyht - hwdwupgh hbn  hnpujuywlgwo ny hwupwht  punyph
oSwnuwynipjniuuiph  hwdwp:® Uju twl hp YJuyph Jhengny wwppbpuwpwn
hpwwywpwinw E  twhiwqgnpugnuiubp wnlw  Junwuqubph dwuht L
hunphpnuwnynipynit Empudwnpnud:

2015 P nunniuguwod Qtjuhwyh  Cwupwybwnipjui wuywmwugnipjuu
nwqiwywpnipyniup vwhdwinud E, np hwupwhtt b dwutwynp hwnjwéubtph nbd

nunyué Yhpbphwpawynuwiubph hwynuh nhultphg, wnlw & jpwugnighy nhulbkp

4 Botond Feledy, ‘Cyber security and Sovereignty: Two levels of digital autonomy’. Think Visegrad policy
brief, 2018, https://europeum.org/en/articles/detail /2454 /cyber-security-and-sovereignty-two-levels-
of-digital-autonomy.

5 National Cyber Security Strategy of the Czech Republic, p. 7, available at https://nukib.cz/en/cyber-
security/strategy-action-plan/.



Jtuuwuwt Gupwunnigyuoputph hwdwp, W ybpghtuutphu wwpwmuwwunyesniup
ubpunnui t wyn nppumubpnd L nwquujwpuwlut - abnuwpynygyniaubpnud
omwpbpypuw Ubpppnuiubph  Wuwnhnwpynoip Gdwi - Gbpppnofubpt owmwp
whwunipyniuutph Ynnihg hpkug pwhbph wnwepiwnugiwu hwdiwp ogumugnpoékine
huwpwynpnypniuutpp pugunbkint hwdwnp: dw dwutwynpuybu Yyepupbpynud b
tutipgbnhl b mbEntjuwnywlwui nt hwnnppulgnipjut mbhuuninghwubtpht:é

2016-ht  hpwjwiwgywéd wqquyht wiymwgnipjut  wnimhwmp  hhdtdwd  Ep
hwdwwwpthwl nwqiuwjupului Jepnuonpjui Jpuw' sbhu hwuwpwnyepyuin
hwdwp  uwywnuwhputph b  wqquwht widunwugnipjuu pny;  Ynndbph
quwhwnmdwdp: Cunn wnigphnh punpndwiy, wqqujht wuyunwugnipju hwdwp
hhdtwjwt uvywnuwhpubpp pwdwiuynud & hhtig mbuwyh™ Yhpbkp jpunbuniend,
wmbnbjunyjwljut  wmbpuuninghwiubtph htm Juyywd  Gupwlwnniguéph
huwthwinuip jud nphdwjwniunipjut pnyugnudp, uwdwljut punpngsnipeyniun,
hwipwhtt dSwnwynipyniuutph puwthwunuip jud wuynwugnypjut dwjupnulyh
ujwugnuip, husybu twl Yhpbp whwpbsniyeniun:

Lun uywnuwhpubph dwjupnuih quuwhwwndwy, AGpuhwynwd pwpap £ Yhpkp
Innbunipjut  hwjuwiwwinyeniup. qununih, nwqiwjupuljuit Wwiwlniyenia
niubignn, hwwbu twl wudtwlwiu myjujubp unwtwnt tywwnwyny, nt twle pupan
' wmbnbjunjuluit  wbhiuninghwitph  htn juwywos Gupwlwnniguédph
hmwthwunuip Jud phdwluwniunipjut  pnyugnuip: dbpphtthu hbn juwyjwd
nhultpp W dwpumwhpuwybpibpp dwuwdp juwywd o whnmwlwb Swnwynnutph’
Jhpipwuymwugnipjut ninpunnid ghmbjhpubiph ywuwuh W «pyuwyhtt hhghuwyh»?
Jwunuubpht shbwmlbknt htwm, htyybu twle npny) Gwhiwpwpnipyniuubph L wy)
Juwnnygutph  Ynnihg  Swhuubpp  wywuwynpbhu  Yhphpuwtgumwugnipjui
wmbhuuninghwttpp W wy; pywht  gnpohpubpp npwbku  wnwetwhbppenipenlu
snhnwpybp:  Uhlunygua  dwdwuwly, Yhptp whwpblpnygguu L hwupwyhu
ownwynipjniuttph ppwthwiudwtu Jud wiajunwiagnipjut dwjupnuyjh ajugqiwu
Junwuqubtpp quwhwwnmynud G dheht dwwpnwyh. ybpphuhu nbwpnud, nhulh
gnponuutnhg ku Jhphpwugumwugnipjuit punupwjuinipjut yuwnm wyjutwynpnudp,
husybu twl nupdyu] yhnwwt swnwynnubph winpwnpnipyniup:s

Uty wy] dwutwghnwgywoé W yhpetipu yepwtwywd thwumwpnne b 2021-2025
ppR.  Uhpbpwijumwignipyuit  wqquyhtt  pwgqiwjupnipgniut E hhdadwd
hwuwpwynypjuiup uywnuwgnn  hhdtwjwu  Jwwuqutph W wqqujhtu
wuywnwiugnipyuu hwdwlunpgnud phtpnipyniuubkph nL pwgpnnnuiutnh
huwdwyupthwl nwqiujupuwui Ybepneoniygyut Jypu: Fpwtunud dwutwynpuy bu
Jwd b mbnhkjumjujut hwuwpwniypjut wugdwtu htn juwyywéd huunhpubph
wnluynipyniup.  Ukpwnjuw;  pYuwyht hhghtuwgh, dknhwgpughwnipjut L
putwnuumuwljuu dnwoénnnipjut yuwlwup: Lynwd E, np ywhwmnyeniup whwp t
Uppwlui hwdwlwpgh pnnp dwjwpnuljutpnud tbpunh Yhpbpwiaymwugnipniup’
npybiu guwuljugwoé ninpnh wnusynn fuunhp, hwnjuwbu b iny wuynwugnipyuu

6 Security Strategy of the Czech Republic,
https://www.army.cz/images/id_8001_9000/8503/Security_Strategy_2015.pdf, p. 20.

7 «BJuyhtu hhghbuwu» punipwugpynud E npyku Juunuubkph, gnpépupwgubph W unynpnipyniuukph
hwiwnnpnipinil, npb ogumuwwnbphpht pny) £ wwjhu wadwmwig Yepwyny oquyb) Yhpkpmhpnyphg'
nnulinplny ypnwlywhy yepwpbpiniup pyuwyhtt hbmpbph, wmaunwuwiagnipjut b wy] hwuqudwuputph
ujunduwdp:

8 National Security Audit, https://www.mvcr.cz/chh/soubor/national-security-audit.aspx, pp. 97-104.



Juplnpnipyniip.  gwilugwd  bEEYwmpnuwhtt  uwppuynpnud  oqumuwugnpdhhu:®
Nrwquuyunpnipeniup thnpujpugynud £ gnpoénnnipyniuautph yjwuny, npnud puplyué
tu Yhpbpwiudumuwiugnipgjut ninpunud wuhpwdbt)n  gnpoénnnipyniuubpp, npwug
hpwjwiwgdwtu  hwdwp wwwwupiwtwwmne  dwpdhtuubpp,  hyybu twb
hpwljuwiuwgdwu dudltnubkpn:10

Lwnuwpuwljuunyzjut b hwuwpwyniygyuu huumhunnunh thnpdwgbn 8wt Cwiyhskyp,
ny Cwjwuwnwt bp &Yk 2022 p. phjunbdpbpht’ Lunupwjuinypyut htnwgnumuwljut
Jtuwmpnuh Juqiwlbpywo oépwgph 2ppwuwlynud, «Unwynw» opwpkpph hbwn
hwpgugpnygnud  dwutwynpuybu k] Ep, np 2022 p.  hnyhu-nklubdptp
dudwuwjwhwmyuwond Atjuhwyh 56U twhuwqwhnipyjut Ynnihg juquwybpuyby £
pwpdpwgnylt Ywiwpnuyng hwdwdnnny Yhphpwiudumwiagnipjuit W Gypnwywh
PpYwht wywqujh ptdwny, npht dwutwlgbhghut twle UUG-h L Uunmpuwihwjh
ubipuwjwgnighsubipp: Qthjuhwh twpiwquhnipjut ttppn U wunuwdubpp twl
dhwutwlwi nhppnpnynd & hwdwawyubgph]  GYypnyuluit  wunpudkimnod
putwnyytihp 6U Junnygubpnud Yhpbpwugjmwugniypjuit pupbjuydwu dhengubtiph
Jtpwpbpuwy:  vnydpbpht 66U fnphnipnp,  wywnjudbump b GBYypnyuljut
hwiatwdnnnyp hwdwawjukgply G pYuwyhtt mhpnypnud typnywljut wpdbpubpp’
dwutwynpuwbu  dnnnypnujwpnyeniup, hwjwuwpniygniup L Juynia
qupqugnuip, wwhywibint L wnwy uUnbnt dhengubp: Pwgh wyn, AGhuhwyh
twpiwgqwhnipniup twle GYypnyuwlwu wwnuditumh htn hwennnipjudp pwtwlghy
E wpnmwnpuiuph wuyumwugnipjut swthwuhpubph dwuht:!! depghtiu ninnuijhnpka
thnhujuwywlgywsd E ybpp ipgwd” omwpbpypyw wpmwnpnupyut uwppwynpnuiubph
L dpwgpuyhtt wywhnyduwu puunph hbw:

Pugh wyn, Qtjuhwlt twl twhiwwwwmpwuwnb] Ep Uplbpwi gnpépulbtpniypyu
tpypuknh nhiwuwjniunipju nudhnugiwip Uywwnwluwninyuod
pwnuwpwlwinipju wnwewnplubph thwpbpp, npnud pYwd tp awle hhpphnuyht
uywnuwhpubph, wyn pynud Yhphphwpawynuiubph npbd wwjpwpbne hwdwnp,
hwdwgnpéwlgnipjut wthpudbtymnipniun: 2w dwutwynpuwbu hhpwwmwlyky p
wju dwdwuwl Muhwih thnjunbuywuh wuwpwnup qpunbgpwd 8wt Mtphugliph
Unnihg Lwnupwlwiniypyui hbnwgnunmulut Yaunpnth Ynnihg Uhewqquyht
Jhpqpunyuiu hhdtwnpudh odwunuynipjudp hpwlwiuwgywoé twhunpn épwqgph
npwtwynud 2020 p. hnyhuh 13-ht juquwytpyywod «Uplibpjwu gnpopuybpnyeyniu.
huwywgp 2Qtjuhwyhg» ubkihtwph pwgdwtu punupnud:12

<niuquphw

Yhphpwuymwugnipyju ninpund {ntuquphwjh punupwjuunipyniut wju dpwgph
nowtwlnud  hwwnniy sh nuunuiowuhpyly. hniiqupugh thnpawgbumubph  hbwn
putwnpnuiubkpp Ytumpnuwgh) ki wy phdwubph ypuw: Gunpkbih Euwluya uunb), np

9 National Cyber Security Strategy of the Czech Republic, p. 18, available at https://nukib.cz/en/cyber-
security/strategy-action-plan/.

10 Action Plan for the National Cyber Security Strategy of the Czech Republic, available at
https://nukib.cz/en/cyber-security/strategy-action-plan/.

1 B Qupphbywb, «<hpphnuyhtt uywnbwhpubpp” npwnpnipyut Yrhnpnunud», «Unwygnwmy,
21.12.2022, https://www.aravot.am/2022/12/21/1312592/

12 «Qkpuhwit pupnitwybnt E Cwjwumwttht uwmwnky U193 2ppwnwljupnui», lin.am, 14.07.2020,
https://www.lin.am/2787790.html



2020 p. Cntuquphwyh wgquyhtt wuunwugnipjut nwqiwywnpnipyniup nhnwpynud £
Yhptpwmhpnypp npubu wnwudht nnpu’ gwdwph, 6ndh, onuyhtt mwpwoph W
wmhtqipph  Ynnpht, L wwywqw  hwjwdwpwmnipniuubpp Yhpbpmhpnype
wmbnuthnjubnt hwjwtwlwunieyniup puwm pwpap £ quuwhwwmynud: Lwuh np pywjht
gnpohpubtpp Jupnn & uywnuw] $hghjujut wiuumwiugniypjuup Jud funpnp
wnypwlwu Juwu hwugqul, nwqiwjwpnipjudp whwnipjuut  hpwynitup E
Jbpwwywhynwd Yhpbphwpawynufubphtt wwmwuhiwub] Ynugtughnuwy dhengubipny.
thwdwdwtwly tpynmd E np, hwpgh wnubiny dbnuynpubpht hwymuwpbpbno
pwpnnipniup,  wwwumwuhiwt  goponnnipyniuubphg wnwye  wuhpwdbhyn  E
hpwlwiwgul] Jdwipwquhtt  hbmwptingenia:’3 Lunhwinip wndwdp, uw
Gupwnnpnud £, np npnp nhyptpnud jhpbiphwpdwynudubpp jupnn Gt nunuw) GUSO-h
nuwpuwlhgubtphtt  Jwqiwybtpwnypjutu  Juuntwnpnygjuu  5-pn hnpwéh
hudwywwnmwuhiwt nhdibint wuhpwdbywmnipeyniu:

fugqiwjunpnipjudp twle juplinpynud £ jhpbpwtymwignipjui ninpunnud yhwyh
pwpbjuynuip’ hhdugbnyg {ntuquphuynid juunwpgwsd hbnmwgnunieyniuubph Ypuw:
Cwpyh wnubkny, np hnttqupwlwt hwdwjuwpwuutphg dh pwihut wnwewnhuby Gu
Jhpwnwlwt dwpbduwnhluyh b wy hwpwihg ninpumubpnud, htwpwynp £ wpjuwnt
ghnwljwt hwdwgnpdéwlgnipjut qupqugiwt nipnnipjudp: Uwutwynpuytbu,
Jupth B wdwt  hwdwgnpéwlygnipjuu  htwpwynpnygyniup  putwplybyg
nhjwuwghwnwljwi hwpwpbpniyeyniuubkpnp Jbpwluwuqubniu gnignnpnnn
pwtwlgnipyniuubph pupwgpnud:

Lthuumuw

L6hwunmwth Cwipwwybwunipjut wgqquiht wayunmwignipjut nwqiwyjwnpnipyniut
punniugb) £ 2020 p.: pwuny twppwnmbuynud £ nidbnuiguly yhpkpuyyunuwhputnph
Djuuniwdp nhdwluyniiniemiup’ hwipuwhtt - Junwjupdwi, nwqiuwluia W
dwutwynp  npnpumubpnud: Uy dyguunwyny  twppwmbuynud B qupquguly
Jupnnnipyniuubpp hEnwgnunulju, thnpawpldui, quuwhwwndiw I8
Jhptpwtunuwugnipjut  dSwnwynipyniuutph ubpmhdhlugdwtu  ninpunubpnuod:
Uwutwynpuybiy, wnwewnyynn dhengutinhg kU «dudwtwljulyhg
wmbhuuninghwubph nnpunud hbnmwgnunipniuuph WyEinmwjwu $huwtuwynpdiw
thongny Yhpbpwidmwignipyuitt wniyynn ubthwlwb nwnudubph Hwulynuip' wyn
pPYnud ubpbuwjwljuwi nwunigdwt, hpiph hunbputnh (IoT), jwpuyhtt b pupdwjuu
gwugtph (56 W hwenpn  ubpniinubph)  hwdwjuwpwbabkph,  ghnwlw
hwumwwmnygniuutph, W hwiupwhtt nt dJwutwynp  hhduwplubtph  htn
hwdwgnpowgnipjudp»:14  fwuqiujupnipniunud twle tpqwéd £, np  puyht
wmhpnypnud . whnnipjut L pwnwpwghubph  wuwmwug gnpontubinyeyniut
wwwhnybnt hwiwp wbnp t qupqugul] jupnnnipiniubbpp hwynpbny bpbp

13 Hungary’s National Security Strategy. A Secure Hungary in a Volatile World.
https://honvedelem.hu/hirek/government-resolution-1163-2020-21st-
april.html#:~:text=83)%20Hungary%20regards%20its%20primary, human%?20rights%20and%20funda
mental%?20freedoms.

14 National Security Strategy of the Republic of Poland, p. 20,
https://www.bbn.gov.pl/ftp/dokumenty/National_Security_Strategy_of the_Republic_of Poland_2020.pdf



2tpntp. Jhpuonuwp  (owbpwghnt  hwdwlwupgbp W dpwgnpkp),  dhahfulwip
(Rupwlunnigywopubn L uwppwynpnudubp) b puunuiutpp:s

Upw wnunipjudp dpwgph ppwtwlnud 2023 p. hniujwpht «Res Publica»
hhduwnpuih twpiwquh, «Visegrad Insight» hwuntuh qjluwynp judpwghp dnpthu
Mohphuynt Gpliwt Juumwpwd wygh pupwgpnud mbnh nmubgud «LEhwuwmwuh
wiuyunwiqujhtt punupwlwunipniupy piduwyny hwdwdnnnynid dwutwynpuybu
upytig, np puwpnuiubph dwlwpnuynui Jupnnnipyniuubp qupqugubkii, puwn
tnipjwl, wyklh pwpn uunhp £ pwt Jhpnnuwy & hghjufutt jupnnnip)niuubpp,
npnug hwdwp nunuih wwhwiueynud Gu  wmbhthjwlwt ghwbhputp W
uwppwynpnudubp: buywybu W depp hhpwwmwywéd buhwyh nhwpnud, puunhpp
Yhptpwtunuwiugnipput L nppu Juplnpnipjut dwuhtt - mbnkjuguényzjuu
wwlwut k:

Unjuwljhw

Uinjwihwh Cwupuwwybnnipjut wujunwugnipjut nwqiwywpnipyniut pungniayb) £
2021 p. Yu bu nhwnwpynui tE jhpipumhpnypp npytu wnwudht ninpum, npnud
uwluwyu hwmjuybu nddup t ywupgb] hwpdwlyynnutph hupuniyeniuap hwpawldwh
Utpnnutiph W gnpshputph Juwnmwpbjugnpdiwt yuwwmbawnny:6 fugqiduyjwunpniypyudp
wnwotwjht nbp b yipuwyuwhynud hwdwgnpéwljgnipjuip” twle dhowgqquyht, wyn
pYnui gnpopuybkp wbwmnipyniuubph hbwn Gpyynndwth hwdwgnpéwlygnipeniup,
htsybu twle nuptwhgubiphg unwgywd, Jyuwug subpjujwugunn wmbkhuunnghwubph
oqumugnpodwun:t?

Onwqgph  powuwlynud 2022 p. unbdptph  22-ht mbuwlwwh dhengny
Juquuybtpwytk] Ep putwupynud Unjuwyhuwyh Yhphpuwtyunmwugnipjut  wqqujht
Jkuwmpnup  wbopbtt Mwuwmpujwy SBwiunnmuwyh htn'  «Yhphpwbyunwugnipyniup
Unjujhwjnud. onkuunpujut L gnpoéuwui huunhpubp» ptluwyny,
dwutwynpuybu npwnpnipinit nupaubing opkuunpujuu W gnpétwlwt npnp
huunhpubtph, wyn pYnud” jhphpuitymwiagnipjui ninpunud mwppbp gnpéwnnypubp
hpwjwiwgunn yEkmwljwu Junnygutph dhol hpwjwunipyniuutph pwdwudwin:8
(+. 8wunnmwit utwl wnwowplytg, np Yhphpwuyumwugnypjuu nppnh  hwdwnp
wuwwnwupiwtwwmne hwy wuw)unniywibph hwdwp uqdwybpyyh wyg Ungdulihw
Uinjwyhwh dhpwqqujht qupqugiwt gnpoéwluniypjui  (SlovakAid) Unnuhg
wnwewnpyunn thnpadh  thnppwtwldwiu  ppwtwlnui: Uju  htwpwynpniypyniun
Inwugnighy putwnpytg twle 2023 p. thtmpjupht htinhtwyh Uindujhw jumwpud
gnpduwlut wygh pupwgpnud:l? Cwjwumwund [pugnighy putwpynuwiutiphg htnn

15 Ibid., p. 21.

16 Security Strategy of the Slovak Republic, p. 12,
https://www.mzv.sk/documents/30297 /4638226 /security-strategy-of-the-slovak-republic.pdf.

17 Ibid., p. 18.

18 Rastislav Janota, ‘Cybersecurity governance in Slovakia with focus on legislation and practical
questions’, online presentation, 22 November 2022,
https://centreforpolicystudies.org/gallery/SK_cybersecurity_environment.pdf.

19 (jgp whnh tp mbbgh] GYpnyului Uhnipjut $htwbuwuid odwtnulnipjudp’ Ulsnyjul
mwpwoéwppowuh pwnwpwghwlwu hwuwpwlnipyu ubkpyuwjwugnighy thnpawgbmutnh
updnitwlnipyutt . hhdtwnpudh  ppwuwynud:  Chduwnpudip  wbophunud b (nudhthwjh
hwuwpwuwlwi juqiuwybpynieniitbtph hwin qupqugiwd tintpughwd’ npybu Uldnmjjub
mwpwodwnewih hwuwpwluui Juqiwlbpynipniubtph $npnuth gruwynp Ynnpnhbwwnmnp” 6U-h



Umnjuyhuwyh dhpwqgquyhtt qupqugdwt gnpéwljunipjuup Jupnn b abpluyugyt
hwdwwwwnwupiwt dpwgph twhuwghd:

Cwjhpt gpuljugnip)niu

Uwpnuyhtt  gnpénth’  dwubwynpuwbu  wbnhugjuwénipyuit wulwuh L
wuthnipniypjuu  htwpwynp Jowuubpp hwpyh wnubjhuy, Jupbh B awl Wk
«Upmynittwybin wmbntjunyjwulwu wiymwugnipniup dhwynnpnud |
wmbnEjuwnynyeniup, guugtpp W hwdwlungbpp yuwmwwukniu
Gwywwnwluwnmnyuod dhongubiph uh pwuh otpu: “Tpwiighg utlh
wlwpnynitwybwmnipyniup hwigbkgunud £ awl djnwuuph wbhwprynibwybnnyejuin:
Uhpbhpwiuyunmwugnipjut  wmbuwulniuhg  Gppidu phunwpynud Bu dhwyt
mbhuthjuwliwt dhengubtpp wyn pynud dpwgpuyhtt wwywhnydwt  jpugnudubpp,
ubppuntdiwt  hwynmtwpbpdwt hwdwlupgbpp, hwlwyhpnwwhtt dSpugptpp W
qunuuwgpnuip: Uwluwju hwennywoé Yhpbphwpawnuiubpt wnwybkp hwawhu ny ph
wmbhuuhjuyuwt  punyp mubkt, wy withwnwjuwt  Jdwjwppuynd G
YUhpbtpwuyumwugnipjut  wnnudn wnwybkjugnytu  pungbjhnigyniup  dwpnuyhtu
gnponuph  hbwmliwtp B»:20 bull, ophtwl, IBM puytpnysjut «Cyber Security
Intelligence»-h 2014 p. quwhwwnmdiwdp Jhpbpwityumwiugnipjut hbn  juyjuod
wwwmwhwpubtph 95% nbuypbpnud wnlw thut npnpuyh dwpnlwig Ynnihg
Juunwnpywo upuwjubipy:21

Pwgh wyn, whwp E twle hwpyh winuby, np ny dnnnypnuyjuwpujut whmnygyniaubpp b
Upguljguyhtn wywmnphwnwp whwnipniuubpp oqumuwugnnonid LU
Jhptpwuymwiugnipjui juunhpp, b dwutwynpuwybu «wngwug hupuhhuwunieyniupy,
npybu wwwpjuwly hpbkig pwunupwghubphtt dupbine hwdwp Gpuig wpmwpht
wgnbgnipniuthg WL uywnuwihputphg hpuwbu wwwmwywibint thnpuwpku: w
puwysnipjutn yepwhulbnt hwpdwp gnpdhp £ jhth qu «unghwpujwu nkywmhugh»
hwdwlwpgh phk hnghpwtwjuwt Wwliwt wuwowyw)] gnpénnnyeniuubkph
thpngny: UWjuwhuny, dnnnypnuyjwpwlwt wybunigniuutph hwdwp wnu E
Unjuwyh dwpmuwhpuwybp. tpuip ybnp B wywhnytu hptug Yhpipmhpnyputph
wuwywmwwunipniup. dhubnyt dwdwiuwl Gpuwppuwynpbing, np skU swpw)whh
wmbhuuhjuwt dhengubpp: LRwnwpwghutpht wbwmp E  Gpuppuwydnpyh, np
wupmyuwuwlwu dhengubpp s ogqumugnpoyh hwdwwmwpwd hbnmwhunigniypjut
Gyuwwmwlyny: Yuuwbu  «6ypnyughtbph dwubwynpuwybu  Upbbpwt W
LYEumpnuwlutu GUnnwwyjh puwlhsutinh 20-pn nupnd niubtigud
wdpnnewwmhpnipjui thnpap hnipnud £, np wuhwwnmubtph hpwyniupubpp ywbwp b
tpuphuwynpykt - Yhpkpuwtyuwugnipjut pk” tbpybunwluwi, phE dhepwqquyht
hwdwluwpgbpnud®  ppwig  Jupnnnupyniubbph wéht gniquhbn:  dudwbwlyp
swthwquig pwul £, pwuh np hkug wyn gnpépupwgubpt hpwuphg wnwudtwtwt W
tpwphuhpubipn dnytt htnht wywi, hwdwlwpgp swpwwhbine quypwlnnyeniup

dhuwtuwynpiundp 2022 p. hntujwphg dhusle 2023 . thbnpdup hpwjwtwgynn «Runupwghwlijui
hwuwpwynuejut  htwpwynpnipnibtph phguyunud  hwin  udnjud  mwpwdwpewlnul
hwdiwgnpoéwlgnipjui» twpiwgsdh ppwtwlnud:

20 Elisa Norvanto, ‘The human layer of cybersecurity - the art of social engineering’ (quoted from Ugo
Emekauwa, ‘The human layer of information security defense’, 2007), in: Handbook on Cybersecurity: The
common security and defence policy of the European Union, Vol. V, 2nd edition, 2018, p. 192.

21 Norvanto, op. cit. (quoted from Fran Howarth, ‘The role of human error in successful security attacks’,
Securitylntelligence.com, 2014).



Juybjwiw gquijugud wyhwnnipjul, punupwlwu gnpoésh Jud Yniuwlgnipjui
hwdwny»:22

Upw wnusnipjudp Junpbh £ yiphhpl dh nhwp, Gpe jpunyujui hbmwpuunyeyniun
tyuwunbkg Cwjwumwuntd hwiwwmwpwo hbmwhinignipgju hwdwwpgh ukpppdwn
thnpdh Juwubkgdwup: 2019-hu «Eurasianet» wwppbpuwwiuh hpuwywpuwldwu dbke
pwgwhwymyty Ep, np nhnbu 2011 p. «Gpllwtt punwph  Junwjupdwu
wmbhuuninghwubtph Ytumpnuht» hwudtwpwpyb] Ep nunhuunggyuu L Ugquyhtu
wijunuwugnipjut Swnwjnipjut hbnm  hwdwwnbn  Wuwlyh] «Uujumwig punup»
hwjigwwngp, nph ppwtwlynid Yuwpnn Ep ubpppdlp twle wphbunmwlui
pwtwlwunipjuu thpngny dwpnuig nkiptph mwppbpujdwu hwdwluwung: 2017 p.
uluytyp Ehut pwtwlgnipniuubpp shutwlwu «Huawei» pulbpnyejuiu htwm, npnup
hpwywpwliwiu wwhht npbnlu wpniuwyynud  thi:  {puyupwlynuihg  npnp
dudwuwl] wiug Gpliwth punuwpuwwbmwpwiuhg hwynmukght, np pwuwygnieyniuubpn
nununptgylyp tu: Upwt duwdwtuwlhtt wunpunuwpadabp tp twle «dphnpnd {wnig»
Juqiwlbtpwniyeyniup «Freedom on the Net 2020» ghlynygnui:23 Wyuwhuny, hwpy t
Unyh Qbpwnb), np hwiupwht putwpynudubpp L npnpnudubph juyugdwt
pwthwughynipniup dnnnyppuyupnipjui juplinpugnyu wmwppbp &b, pwuh np
dnnnypnuyjupnyzniup sh - uwhdwtuwthwynud  yuppbpwpwp  wugluwgynn
puwnpnipyniuubpny:

Cwpyh wnubiny Yhpbpwuyumwugnipjuut wniusynn puunhpubph pwpnnigniut no
thnhujuuywlggwonipniup, wuhpwdhym E juqiwybpwb] whnwlwu L dwutwynp
hwwnywdtbph, Yppwliuit ik ghnwluwt hwunmwunniyeniutbph thell tbpunbiny twl
wuhwwn oqumuwmbpipht: Uw twpu b wnwy wbwmp E Juwmwpgyh abpybunwlua
dwlwpnuyny dhwdwdwtwly twl nwunidtwuhpbny dhowqquyht
hwdwgnpowlgnipjut huwpwynpnyegyniuubpp:

Uinjwyhwyjh htwn hwdwgnpéwlgnipjut Jtpnp wyud gnpdéuwuu
htwpwynpnip)niihg pugh, wnw &t ph” Yhplignunwt punjulh wy) Gpyputph htwn
tpyynniwuh, pE wn 4dlwswthn pwqiuinniwth  hwdwgnpdwlgnyejuu
qupqugiwl htwpwynpnipniutbpy whmwljwb YJunnygubph  thnpawgbwmubph
Jipwywumpwumdiwt W wy]  nppumubpnud. upw YGpwpbpu; jupnn G
Juquwlybpwyl] jpugnighy junphpnuygnipyniutbp’ gnpdtwluit hpuwlwuwgdwh
uywmnwlyny:

Juwptwdwilbn wnnuing tywwmwwhwpdiwnp bt awle abpnut] Q6juhwyh wqquyhtu
wiujunwugnipjut wnihwmnud WJwd npny dhengubp whnwljwi Junwjupdwh
pnnp dwlwpnulubpnd wphnwwmwlhgubph nwunignuin jhpipwuyumuugnipjut
«pyuwyhtu hhghkuwjh» Jbpwpbpuy, huswytiu Tl mbntjuwnyjwlwu
wmbhuuninghwubph I8 Jhptpwuyumwugnipjuu thnpawgbwnmubph hwdwp
JEunpnuwgywd nuunuifuwljuwa hwumwmnipjutt unbknénudip:

22 Feledy, op. cit.
23 Updkt 9phgnpyui, «Twutwlyguyht dnnnypnujupnipyui phiwluwniunypyut wdpuwunnuipy, tp
9, 2020 ., https://transparency.am/hy/publication/301:
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Armen Grigoryan

Some characteristics of the Visegrad Four states’ cybersecurity policies

The term ‘cyber security’ is nowadays encompassing virtually all facets of modern
technology. We live in a digital era where many critical aspects of our lives depend on
the network, computers and other electronic devices, and software. All critical
infrastructure such as the banking system, healthcare, electricity supply, air traffic, and
so forth, governmental agencies, manufacturing industries use devices connected to the
Internet as a core part of their operations. In personal life, we have also become
dependent on devices always connected to the Internet, as we use social media,
navigation apps, game apps, online shopping and numerous other services.

Technology is increasingly more complicated - and so are cyber attacks. Both inherent
risk and residual risk are increasing, driven by global connectivity and usage of cloud
services. Interconnectedness of the systems and their technological complexity may
pave the way for new, even more sophisticated security threats and related risks, and
emerging technologies such as 5G networks, artificial intelligence, quantum
technologies, etc., will further add to the technological complexity. The ownership
structure of some of the systems also increases the risk of compromising data security
and critical infrastructure.

Information, including, but not limited to, personal data, intellectual property, and
financial data, is sensitive for unauthorised access or exposure that could have negative
consequences. Access to information can be used by malign actors for financial gain,
extortion, political or social motives, or just vandalism, and seriously threatens personal
privacy, the economy and national security. Thus, cyber security is important because it
protects all categories of data from theft and damage, while using tools and processes
designed to protect networks and devices from external threats. It can help to prevent
data breaches, identity theft, and other types of cybercrime.

Cyber security can be categorised in several sub-domains:

e Network Security involves the use of hardware and software to secure computer
networks from unauthorised access, disruptions and misuse.

e Application Security involves protection of the software and devices. It can be
achieved by constantly updating the software to ensure its security. Security also
depends on all stages of the software design - writing source code, validation,
threat modelling, etc.

¢ Information or Data Security involves implementation of protected data storage
and transfer mechanisms to maintain the data privacy.

¢ Identity management deals with the procedure for determining the level of access
allowed to individuals and other users.

e Operational Security involves processing and making decisions on handling and
securing data assets.

e Mobile Security involves securing the organisational and personal data stored on
mobile devices such as cell phones, computers, tablets, and other similar devices
against various malicious threats, such as unauthorised access, device loss or theft,
malware, etc.

e Cloud Security involves protection of the information stored in the digital
environment or cloud services.
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e Disaster Recovery and Business Continuity Planning deals with the processes,
monitoring, alerts, and plans for responding to malicious activities which may
cause the loss of operations or data.l

User education is also crucial in cyber security. By raising awareness of potential cyber
threats, improving the overall security posture, and complying with regulatory
requirements, individuals and organisations can reduce the likelihood of becoming
victims of cybercrime.

Armenia’s National Security Strategy adopted in 2020 contains a one-page section titled
‘Ensuring open and safe information and cyber domains’. It views cyber attacks by
foreign states, international terrorist organisations, criminal groups and individuals as
threats for information security, and also states that ‘information wars, including
propaganda, manipulations, fake news, and other disinformation tools are becoming
more prevalent, and often target democratic values. In this context, we will work to raise
public awareness and media literacy to strengthen the capacity of society and the state
to counter such information wars’. Furthermore, the strategy also admits: ‘A major
challenge is the imperfection of a comprehensive state policy regulating the information
and cybersecurity sector, the absence of legislation to ensure the protection of critical
information infrastructure, the insufficient level of institutional capacity of computer
emergency response teams, and the absence of a national cybersecurity center’, and
pledges to develop national information and cyber capabilities, including a national
cyber security centre and computer emergency response teams.?

The formulation of the strategy is advanced compared to the previous version of the
National Security Strategy adopted in 2007. However, in practical terms rather modest
progress has been achieved. There is still a lack of a comprehensible strategy regarding
digital and information security, and that can be observed during crises such as hacker
attacks.

At the same time, governmental agencies in charge for cybersecurity policy are open for
cooperation with potential partners. The ministry of high-tech industry, besides
eagerness to explore the possibilities of cooperation with foreign partners in order to
improve the legislation and policy implementation, has also been supporting user
education. A recent example is the partnership with the Union of Employers of
Information and Communication Technologies for organising an intensive training
course, with 30-80% of the participation costs subsidised by the government.3

This paper summarises some of the findings of the project implemented by the Centre
for Policy Studies with support of the International Visegrad Fund and Ministry of
Foreign Affairs of the Republic of Korea. The paper particularly focuses on parts of
presentations of the project experts, and additional information that could help to
identify the possibilities for improvements in Armenia’s cyber security policy and its
implementation.

1 ‘What is Cyber Security?” https://www.javatpoint.com/what-is-cyber-security.

2 National Security Strategy of the Republic of Armenia, pp. 29-30,
https://www.mfa.am/filemanager/security%20and%Z20defense/Armenia%202020%Z20National%20Sec
urity%?20Strategy.pdf.

3 https://edu.hti.am/trainings/cybersecurity.
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National security strategies and policies in a comparative perspective

Visegrad Four states’ national security strategies and policies deriving from them have a
lot of similarities. That is unavoidable, given that all four of those countries and NATO
and EU members, and harmonisation of most of the policy aspects is a part of their
obligations towards NATO, the EU and allied states.

In 2018 European Parliament, the Council and the European Commission reached a
political agreement on the Cybersecurity Act, which reinforces the mandate of the EU
Agency for Cybersecurity so as to better support Member States with tackling
cybersecurity threats and attacks, and also establishes an EU framework for
cybersecurity certification, boosting the cybersecurity of online services and consumer
devices. Yet, regarding the latter, it has been noted: ‘As long as foreign-produced
software and hardware are present at all levels of life of EU citizens, security can only
remain a distant dream’.#

Advanced possibilities available to NATO and EU members notwithstanding, Visegrad
Four states face challenges similar to those faced by Armenia - hence, some
considerable similarities in formulation and, at least theoretically, in some of the
approaches. At the same time, a number of advanced-level policies and the structure of
some governmental bodies deserve closer attention, and can be considered as best
practice examples.

Czech Republic

The national Computer Emergency Response Team (CERT) has been operated since
2011 under the name CSIRT.CZ (CSIRT stands for Cyber Security Incident Response
Team). Its powers are determined by Act 181/2014 (Cyber Security Act) and a public
contract signed with the National Cyber and Information Security Agency (NUKIB),
which is the cyber security administrator and the central administrative body for cyber
security, including the protection of classified information in information and
communication systems, cryptographic protection, as well as responsible for non-public
services in relation to the Galileo satellite system.5 NUKIB also regularly publishes
cautionary alerts about current threats and recommendations on its website.

The Security Strategy of the Czech Republic, adopted in 2015, stipulates that, besides the
commonly recognised threat of cyber attacks directed against the public and private
sectors, there are additional risks for the critical infrastructure, and its protection
includes monitoring of foreign investment into critical infrastructure sectors and
strategic companies in order to avert the threat of misuse of such investment as a

4 Botond Feledy, ‘Cyber security and Sovereignty: Two levels of digital autonomy’. Think Visegrad policy
brief, 2018, https://europeum.org/en/articles/detail /2454 /cyber-security-and-sovereignty-two-levels-
of-digital-autonomy.

5 National Cyber Security Strategy of the Czech Republic, p. 7, available at https://nukib.cz/en/cyber-
security/strategy-action-plan/.
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channel that foreign powers might use to promote their interests. That particularly
includes the energy sector and the information and communications technology sector.t

The National Security Audit released in 2016 applied a comprehensive strategic review
process, analysing the fundamental threats to Czech society, and the weaknesses and
gaps in national security. The audit reviewed five specific categories of cyber threats
that are of significant importance to national security, namely cyber espionage;
disruption or lowering of resilience of IT infrastructure; hostile campaigns; disruption
or lowering of security of e-government; and cyberterrorism. According to the threat
relevance assessments, the Czech Republic faces high risk of cyber espionage in order to
gain strategically sensitive or important information and personal, sensitive, or
classified data. There is also high risk of disruption or lowering of resilience of IT
infrastructure, and some of the specific risks and challenges in this regard are that state
and public administration employees are not sufficiently aware of cybersecurity, lacking
education and respect to the basics of ‘digital hygiene’;” and some ministries and
institutions’ poor prioritisation when planning investment in security technologies and
other ICTs. The risks of lowering of security of e-government was estimated as medium-
level, with poorly set cybersecurity policies and state administration employees’
inadequate awareness as specific risks and challenges. Another medium-level risk is
represented by cyberterrorism.8

Another specifically focused and recently updated document is the National Cyber
Security Strategy of the Czech Republic for 2021-2025 - a comprehensive strategic
review process which analysed the fundamental threats to the society and exposed the
weaknesses and gaps in national security. It particularly mentions that there are
problems associated with transformation into an information society, such as
insufficient digital hygiene, media literacy, and critical thinking. Therefore, the state
must include cyber security at all levels of the education system and across all fields,
emphasising security as a priority when using any electronic device.? The National Cyber
Security Strategy is accompanied by an action plan, which defines tasks related to cyber
security, the bodies responsible for implementation, and timeframes.10

Researcher from the Prague-based Institute for Politics and Society, Jan Havlicek, who
visited Armenia in December 2022 in the framework of the project organised by the
Centre for Policy Studies, mentioned in an interview with the Aravot daily that the Czech
EU presidency (July - December 2022) organised a high-profile conference about cyber
security and Europe’s digital future, with representatives of the USA and Australia also
present. Under the Czech presidency, the member states also agreed on a common
position for negotiations with the European Parliament on enhancing cyber security
within EU institutions and bodies. In November, the Council, European Parliament, and
the Commission signed up to protecting and promoting European values such as
democracy, equality, and sustainability in the digital world. Negotiations between the

6 Security Strategy of the Czech Republic,
https://www.army.cz/images/id_8001_9000/8503/Security_Strategy_2015.pdf, p. 20.

7 ‘Digital hygiene’ is defined as a set of principles, procedures, and habits that allows users to securely
move around cyberspace’, with a proactive approach by users to their digital footprint, security, etc.

8 National Security Audit, https://www.mvcr.cz/chh/soubor/national-security-audit.aspx, pp. 97-104.
9 National Cyber Security Strategy of the Czech Republic, p. 18, available at https://nukib.cz/en/cyber-
security/strategy-action-plan/.

10 Action Plan for the National Cyber Security Strategy of the Czech Republic, available at
https://nukib.cz/en/cyber-security/strategy-action-plan/.
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Czech Presidency and the European Parliament on product safety were also concluded.?
The latter is directly related to the abovementioned dilemma posed by foreign-produced
software and hardware.

It may additionally be noted that the Czech Republic also prepared the Package on
Resilience for the Eastern Partnership, mentioning the need of cooperation for
addressing hybrid threats, including cyber attacks. This was particularly mentioned by
Jan PleSinger, then the Deputy Head of Mission of the Czech Embassy in Armenia, in an
opening address during the ‘Czech perspective on the Eastern Partnership’ webinar
organised on 13 July 2020 as a part of the previous CPS project supported by the
International Visegrad Fund.12

Hungary

Hungary’s cyber security policies were not specifically studied during this project:
expert discussions with Hungarian experts focused on several other issues. However, it
may be noted that Hungary’s National Security Strategy adopted in 2020 regards
cyberspace as a separate operational domain alongside land, sea, air and outer space,
and considers an extension of future conflicts to cyberspace highly probable. Since cyber
capabilities can endanger physical security or cause major material damage, the strategy
reserves the right to respond to such attacks in the physical domain, also considering
that given the difficulty of attribution and the identification of perpetrators, responses
would require particularly careful assessment.!® This implies that under certain
circumstances Article 5 of the NATO Charter, stipulating collective defence, can also be
invoked in case of cyber attacks.

The strategy also gives vital importance to strengthening of national cyber defence
capabilities based on domestic research and development. Considering that several
Hungarian universities have achieved an advanced level of research in applied
mathematics and other relevant subjects, it may be particularly recommended to
explore possibilities for developing academic cooperation. This opportunity may be a
part of the consultations following the agreement to restore the diplomatic relations
between Armenia and Hungary.

Poland

The National Security Strategy of the Republic of Poland adopted in 2020 envisages an
increase of resilience to cyber threats and of information protection in the public,
military and private sectors, particularly, by means of developing national capabilities in

11 Emma Gabrielyan, ‘Hybrid Threats in the Centre of Attention’. Aravot, 20 December 2022,
https://www.aravot-en.am/2022/12/20/316373/.

12 “The Czech Republic will continue supporting Armenia within the Eastern Partnership’. lin.am, 14 July
2020, https://www.lin.am/2787790.html.

13 Hungary'’s National Security Strategy. A Secure Hungary in a Volatile World.
https://honvedelem.hu/hirek/government-resolution-1163-2020-21st-
april.html#:~:text=83)%20Hungary%?20regards%20its%20primary, human%?20rights%20and%20funda
mental%20freedoms.

15



the area of testing, research, assessment and certification of cyber security solutions and
services. Among the measures towards that goal there is ‘development of domestic
solutions in the area of cyber security and by conducting state-funded research and
development work in the domain of modern technologies, among others, machine
learning, the Internet of Things, fixed-line and mobile broadband networks (5G and
subsequent generations), including cooperation with universities, scientific institutions
and enterprises from both public and private sectors’.1* The strategy also suggests that
in order to ensure secure functioning of the state and its citizens in the information
space, there is a need to build capabilities for protection of the information space by
merging several layers: virtual (the layer of systems, software and applications),
physical (infrastructure and equipment), and cognitive.15

It may be noted that, as suggested during a public discussion on Poland’s security policy
with Wojciech Przybylski, chairman of the Res Publica Foundation and editor-in-chief of
Visegrad Insight, during his visit to Yerevan organised within the framework of this
project in January 2023, capability building at the cognitive layer can be more difficult
than at the layers which primarily require technical knowledge and equipment. The
problematic issue, like in the Czech case mentioned above, is the lack of awareness
about cybersecurity and its importance.

Slovakia

The Security Strategy of the Slovak Republic was adopted in 2021. It also views the
cyberspace as a special operational domain, while, due to the growing sophistication of
attacks, it is difficult to reliably attribute the attackers’ identity.l® The strategy
prioritises cooperation, including the international level, particularly in the form of
bilateral cooperation with partner countries, and the use of technologies coming from
partners and allies, which do not pose a security threat.1”

Within the framework of this project, an online presentation by the director of the
National Cyber Security Centre of the National Security Authority of the Slovak Republic,
Col. Rastislav Janota, took place on 22 November 2022. The presentation covered
cybersecurity governance in Slovakia, with a focus on legislation and practical questions,
including the division of responsibilities between governmental bodies dealing with
different aspects of cybersecurity.l® Notably, Col. Janota also suggested that Armenian
policymakers responsible for cybersecurity might benefit from the possibility of study
visit to Slovakia administered by the Slovak Agency for International Development
Cooperation - SlovakAid within the Sharing Slovak Experience programme. This
opportunity was discussed in more detail during the author’s study visit to Slovakia in

14 National Security Strategy of the Republic of Poland, p. 20,
https://www.bbn.gov.pl/ftp/dokumenty/National_Security_Strategy_of the_Republic_of Poland_2020.pdf.
15 Ibid., p. 21.

16 Security Strategy of the Slovak Republic, p. 12,
https://www.mzv.sk/documents/30297 /4638226 /security-strategy-of-the-slovak-republic.pdf.

17 Ibid., p. 18.

18 Rastislav Janota, ‘Cybersecurity governance in Slovakia with focus on legislation and practical
questions’, online presentation, 22 November 2022,
https://centreforpolicystudies.org/gallery/SK_cybersecurity_environment.pdf.
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February 2023.19 After additional discussions with Armenian officials, a project may be
submitted to SlovakAid.

Brief conclusion

Regarding the human factor, it has also been noted: ‘Effective information security
comprises multiple layers of defence which work together to protect information, access
to networks and information systems. The premise is that if one layer fails, other layers
will fail too. Technical layers such as firewalls, software patches, intrusion detection
systems, anti-virus programmes, and encryption are often the only areas that are
considered in cyber security. However, effective penetration attacks are often social
rather than technical and they account for the majority of cyber attacks. Indeed, the
most significant vulnerability in information security relates to human error’.20 Also, the
IBM’s Cyber Security Intelligence index estimated in 2014 that 95% of all information
security incidents involves human error.2!

At the same time, it should be remembered that for non-democratic states and
competitive autocracies cyber security and, particularly, ‘internet sovereignty’ is also a
pretext to suppress their own population rather than just to defend them from outside
influence and threats. It is an easy way for population control, for example, in the form of
a social rating system, and for massive psychological operations. Thus, there is a double
challenge for democratic states: they need to defend their own citizens in the cyber
space and, at the same time, to guarantee that they will not abuse the technical power
which is otherwise necessary for their security. Citizens must get all the guarantees that
the tools installed for their protection are not transforming into a surveillance society:
‘The European - and especially East- and Central European - experience of
totalitarianism in the 20th century is a memento that guarantees at individual level must
be included in the intra- and international system of cyber security parallel to the
development of offensive capabilities. Time is crucial as once these processes get
separated and guarantees would lag behind, the temptation would increase for any
country, politician or party to abuse the system’.22

In this regard, it may be useful to mention a case when media exposure helped to
prevent introduction of a mass surveillance technology in Armenia. In 2019, a
Eurasianet report revealed that back in 2011 the Yerevan Centre for Management
Technologies had been given the task to cooperate with the police and the National
Security Service in order to develop a ‘Smart City’ policy, which would particularly entail
deployment of a CCTV network with artificial intelligence-driven facial recognition
software. Negotiations with Huawei had been going on since 2017. After the publication,

19 This action was financially supported by the European Union within the framework of the Mobility Fund
for CSO Experts within the Black Sea Region, implemented by FOND - the Romanian NGDO Platform as
main coordinator of the Black Sea NGO Forum, in the context of the EU-funded project ‘Building CSO
Capacity for Regional Cooperation within the Black Sea Region’ (January 2022 - February 2023).

20 Elisa Norvanto, ‘The human layer of cybersecurity - the art of social engineering’ (quoted from Ugo
Emekauwa, ‘The human layer of information security defense’, 2007), in: Handbook on Cybersecurity: The
common security and defence policy of the European Union, Vol. V, 2nd edition, 2018, p. 192.

21 Norvanto, op. cit. (quoted from Fran Howarth, ‘The role of human error in successful security attacks’,
Securitylntelligence.com, 2014).

22 Feledy, op. cit.
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the negotiations were suspended. The issue was also mentioned by Freedom House in
the Freedom on the Net 2020 report.23 So, it can be stated that public discussion and
transparent decision making remain vital components of democracy, which cannot be
sustained just by means of regular elections.

In view of the complex nature of cyber defence tasks, partnerships must be developed
among public and private sector actors, educational and scientific institutions and
individual users. This should be done first and foremost on a national level, but the
potential of international cooperation should also be identified and explored.

Along with the aforementioned actual possibility of developing cooperation with
Slovakia, there are other possibilities of bilateral and multilateral cooperation with the
Visegrad Four. That may potentially include study visits for public servants and other
types of cooperation. Possible ways of practical implementation may be additionally
discussed.

In the short-term perspective, it would be feasible to start implementing some of the
measures proposed in the Czech National Security Audit, such as standardising staff
training in the field of cybersecurity and digital hygiene at all levels of state authorities,
as well as creating a central training facility for high quality technical training of ICT and
cybersecurity experts.

23 Armen Grigoryan, ‘Strengthening the resilience of participatory democracy facing authoritarian
tendencies’, p. 9, 2020, https://transparency.am/hy/publication/301.
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